ANNULMENT OF THE ROMANIAN PRESIDENTIAL ELECTIONS AND THE

IMPACT OF DIGITAL INTERVENTIONS ON ELECTORAL LAW

Elections, recognized as one of the fundamental and constitutive elements of democracy,
are the most crucial instruments for ensuring the legitimacy of governments by reflecting the
will of the people. However, for democracy to function effectively, electoral processes must be
fair, transparent, and free from any external interference. In this context, the annulment of
Romania's 2024 Presidential elections has sparked significant debates in the field of electoral
law. The Constitutional Court's decision to annul the elections, citing external interventions in

the electoral process, has drawn considerable attention both nationally and internationally.

In recent years, electoral processes have increasingly become targets of digital threats and
external interventions. The annulment of the first round of Romania's 2024 Presidential
elections has once again brought the impact of digital manipulations on electoral security into
focus. Therefore, it is appropriate to examine the annulment process of the 2024 Romanian

election within the framework of fundamental principles of electoral law.

Digital Interference and Fundamental Principles of Election Law

Election law is a legal discipline established to regulate and safeguard democratic
processes. This discipline is built upon certain principles to ensure that elections are conducted
freely, fairly, transparently, and securely. Among these principles, the principles of free
elections, fair and transparent elections, equality, and election security stand out. The principle
of free elections guarantees that voters can cast their votes freely, without pressure, threats, or
manipulation. The principle of fair and transparent elections ensures that election processes are
conducted impartially and that the results are reliable. The principle of equality mandates that

all candidates and voters have equal rights throughout the election process. The principle of



election security aims to ensure that election results are determined without manipulation and

that voter will is protected.

The 2024 Romanian presidential elections witnessed significant violations of these
principles. It is alleged that, due to digital interventions and external influences, the principles
of election security and fair elections were severely compromised. Furthermore, investigations
conducted by Romanian intelligence agencies claim that the election process was manipulated

through digital platforms.

The Romanian Constitutional Court annulled the first round of the presidential elections,
which took place on November 24, 2024. According to the court’s ruling, foreign actors
digitally interfered in the election process, influencing voter will through cyberattacks and
artificial intelligence-powered disinformation campaigns. The unexpected rise of far-right and
pro-Russian independent candidate Calin Georgescu, who secured 23% of the vote and took the

lead, raised serious concerns regarding election security.

Intelligence reports reviewed by the court allege that Romania’s digital infrastructure
was subjected to intense cyberattacks during the election process and that an organized
campaign was conducted on social media platforms. Specifically, it is claimed that over 25,000
fake accounts were created on TikTok to promote Georgescu and manipulate voter perception.
Additionally, approximately 85,000 cyberattacks were reportedly carried out against election
computer systems. Based on these findings, the court concluded that the election process had

lost its democratic integrity and declared the results invalid.

Digital Interference in the Electoral Process and Election Security

Modern electoral processes face new types of threats with the widespread use of digital
technologies. The digital interferences observed in the Romanian elections serve as a concrete

example of these threats. From an election law perspective, the necessity of elections being free



from external interventions was seriously violated in the Romanian case. In particular,
allegations that Russia attempted to influence voter preferences through digital propaganda

have raised significant legal issues regarding election security.

Disinformation and manipulation are among the primary concerns. Misinformation
spread through social media platforms prevented voters from making informed and conscious
choices. This situation contradicts the principle of "informed voter will" in election law.
Additionally, the use of fake accounts and bots to influence voters undermined their free will.

Such interventions have called the legitimacy of the election results into question.

Cybersecurity breaches also posed a serious threat to the electoral process. Cyberattacks
targeting the election process compromised the security of voting systems and increased the
risk of election result manipulation. These violations are considered as "undermining voter will"

under election law and constitute a serious legal basis for the annulment of elections.

Constitutional Court’s Decision: Legal Foundations

A fundamental principle in election law is that elections must be conducted freely,
equally, and fairly. In constitutional democracies, elections must be free from external
interventions. The case in Romania highlights the critical importance of ensuring digital

security in election law.

Taking these violations into account, the Romanian Constitutional Court ruled to annul
the elections. The legal foundations of this decision are based on the core principles of election
law. The court specifically determined that the elections were neither free nor fair. External
interventions and digital manipulations prevented voters from exercising their free will,
undermining the democratic legitimacy of the elections. Additionally, the court found that the
election process lacked transparency. Due to digital interferences, the transparency of the

electoral process was compromised, and voter confidence was shaken. Finally, a violation of



election law was established. Since a legally valid electoral process could not be ensured, the

decision for annulment was made.

The Constitutional Court’s ruling has also been supported by international election
observers. The European Union published a report stating that new elections should be held in

Romania and recommended strengthening digital election security measures.

In this context, an analysis of the European Court of Human Rights (ECtHR) rulings on
the right to vote and to be elected suggests that external interventions in the electoral process
undermine the legitimacy of democratic elections and may justify annulment. For instance, in
the ECtHR case Aliyev v. Azerbaijan, the court emphasized that the state has an obligation to
protect voter will from external influences. The annulment decision in Romania follows this
approach, establishing that when voter will is subject to manipulation, election results may be

deemed invalid.

Election Re-run: Legal Process

Following the annulment of Romania’s 2024 presidential elections, a new electoral
process has been initiated, designed to be fair, transparent, and reliable in accordance with the
fundamental principles of election law. Once the annulment decision became final, the Election
Commission established a new electoral calendar and officially announced the election date to
the public. The candidacy process was restarted, ensuring that all candidates met the necessary

requirements, thereby securing the legitimacy of the process.

To enhance election security, cybersecurity measures were significantly reinforced, and
a collaborative effort with social media platforms was undertaken to combat disinformation
effectively. Additionally, comprehensive public awareness campaigns were launched to ensure

voters had access to accurate information. International and national observers closely



monitored every stage of the election process to maintain transparency, thereby increasing the

credibility of the elections.

The voting and counting processes were conducted securely and transparently, with the
results being announced under the supervision of independent judicial bodies, further
solidifying the legitimacy of the elections. This process has once again highlighted the critical
importance of election security in the digital age and serves as a valuable reference for other
nations. Romania’s experience clearly demonstrates that electoral processes must be
safeguarded against all forms of external interference and that transparency, fairness, and

reliability are indispensable for the sustainability of democracy.

According to the announced election schedule, the first round of the re-run elections

will take place on May 4, while the second round is set for May 18.

Evaluation from the Perspective of International Election Law

The annulment of the elections in Romania is also a matter of concern under
international election law. Article 3 of Protocol No. 1 of the European Convention on Human
Rights (ECHR), titled "Right to Free Elections," mandates that countries must conduct free and
fair elections. The events in Romania constitute a violation of this provision. The European
Union (EU) and the Council of Europe have been closely monitoring the electoral process in
Romania and have proposed new regulations aimed at enhancing digital election security. In
particular, it has been emphasized that social media platforms such as TikTok must take greater

responsibility in combating disinformation.

The developments that led to the annulment of Romania's elections have sparked a
broader debate on the role of digital platforms in electoral processes. The European

Commission has launched an investigation under the Digital Services Act (DSA) to examine



TikTok’s influence on the elections, assessing how the platform managed paid political

advertisements and whether its algorithms unfairly favored certain candidates.

It is considered a legal obligation for digital platforms to act in accordance with the
principle of neutrality in electoral processes. Under EU law, the Digital Services Act requires
platforms to prevent misinformation and manipulative activities. However, the Romanian case
demonstrates that such regulations are not yet sufficiently effective and that stricter legal

measures are necessary.

Lessons Learned from the Annulment of the Elections in Romania

The annulment of the elections in Romania highlights the new threats faced by electoral
processes in the digital age. One of the key lessons to be drawn from this case is the need to
update digital election security legislation. While new legal regulations are essential to protect
electoral processes from digital interference, increasing the presence of independent election

observers is also of great importance.

To ensure transparency in election processes, national and international observers
should be actively deployed, and social media companies should take on greater responsibility
in combating disinformation. Lastly, legal oversight mechanisms must be strengthened.
Constitutional courts and election commissions should enhance their supervision of election

processes to ensure their integrity.

In this context, the annulment of the elections in Romania underscores the new
challenges that the digital age has introduced into the field of election law. To address these
challenges, comprehensive measures must be implemented at both the national and
international levels, and election processes must be safeguarded against all forms of

interference.



